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N
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(1) 

Question 
No 
l is Com

pulsory. 

(2) 

A
ttem

pt 

any 

three 

questions 
out 
of 
the 

rem
aining 

five. 

(3) 
All 

questions 

carry 

equal 

marks. 

(4) 
A

ssum
e M

arks 
5 

A
ttem

pt 
any 
four 

Q1. Discuss 

the 

difference 

betw
een 

data 

leakage 

and 

data 

drift. 

H
ow

 
can 

each 

be 

prevented 
in 

preprocessing? 

a. 

5 

Explain 
the 

concept 
of "M

erkle 

proof" 

and 

how
 

it verifies 

data 

integrity? 

Describe 
at least 

three 

m
ethods 

for 

handling 

outliers 
in 
a dataset. 

b. 
C. W

hat 
is blockchain? 

Explain 
the 

different 

characteristics 
of 
the blockchain. 

d. 

5 

D
ifference 

betw
een 

shallow
 

and 

deep 

neural 

netw
orks. 

e. 

10 

H
ow

 
is 

consensus 

helpful 
in 

blockchain? 

E
xplain 

any 

three 

consensus 

protocols 

along 

w
ith 

suitable 

exam
ples. 

a. 

Q2. 

10 

W
hat 

is 

Bayes 

Theorem
? 

Describe 

the 

N
aive 

Bayes 

C
lassifier 

with 
a 

suitable 
exam

ple. 

b. 

10 

How 

does 
the 

K-m
eans 

algorithm
 

work? 

Explain 
the 

steps 

involved 
in 
K

 m
eans 

clustering.. 

a. 

Q3. 

10 

D
escribe 

the 

concept 
of b 

10 

H
ow

 
do 
you 

a. 

Q4 

10 

Com
pare 

and 

contrast 

Proof 
of 

Work 

(PoW
) 

with 

Proof 
of 

Stake 

(PoS) 
in 

term
s 

of energy 

consum
ption 

and 

b. 

10 

W
hat 

is 
a block 

cipher, 

W
hat 

are 
the 

advantages 

a. 

Q5 

10 

Draw 
and 

explain 

blockchain 

layer. 

How 
do 

Layer 
1 and 

Layer 
2 blockchains 

differ 
in 

term
s 

of 

decentralization, 

security, 

and 

scalability? 

b. 

20 

W
rite 

short 

note 
on 

(any 
4) Q6 

Ethereum
 

Virtual 

M
achine 

(EVM
) 

D
ecentralized 

Autonom
ous 

O
rganization 

b. Recurrent 

neural 

netw
ork 

(R
N

N
) 

in C. Ridge 
and 
Lasso 

d. Gaussian 
Naive 
Bayes 

e. 

S
u

d
ira 

G
a
n

d
h

 

67483 

Learning 
&

 
Blockchain 

suitable 

data, 
if required 

and 

state 
it clearly. 

decentralization 
in 

blockchain. 

W
hy 

is 
it an im

portant 

feature 
of 

cryptocurrencies. 

handle 
im

balanced 

datasets? 

D
escribe 

at least 

tw
o

 

m
ethods 

for 

dealing 

with 

im
balance. 

scalability. 

and 
disadvantages 
of sym

m
etric 

encryption? 

TensorFlow
 

Regression 
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R
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C
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(Total 
M
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(T
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3 Hours) 

N.B. 
1. Q

uestion 

No. 
1 com

puisory. 

2. A
ttem

pt 

any 

three 
out 
of rem

aining 

five 

questions. 

3. 4. D
raw

 

ncat 

diagram
 

w
herever 

necessary. 

A
ttem

pt 

any 

Four 
of the 

follow
ing: 

Ql 

5 Com
pare 

edge 

com
puting 

architecture 

and 

traditional 

cloud 

architecture. 

State 
the 

benefits 
of 

im
plem

enting 

m
achine 

learning 

m
odels 

at the 

edge? 

a. 

Define 

edge 

caching. 

How 

does 
it enhance 

application 

How 

docs 

fog 

com
puting 

address 

data 

privacy 

and 

security 

issues 
in 

com
parison 

to cloud 
com

puting? 

W
hat 

are 
the 

key 

considerations 
for 

deploying 

m
iddlew

are 
in

 
a cloud Attem

pt 
the 
follow

ing: 

D
escribe 

how
 

localised 

security 

features 

like 

encryption 

and 

access 

restrictions 

can be 

built 

into 

edge 

devices. 

Explain 
the 

role 
of 

fram
ew

orks 
in 

edge 

com
puting. 

H
ow

 
do 

they 

assist 
in application 

development 
and 

deployment? 

A
ttem

pt 
the 
follow

ing: 

D
iscuss 

the 

advantages 
of using 

containerization 
in 

edge 

How 
do 

containers 

im
prove 

deploym
ent 

and 

scalability? 

D
escribe 

the 

levels 
of 
an 

edge 

com
puting 

architecture 

and 

their 

respective 

functions. 

A
tem

pt 
the 
follow

ing: 

W
hat 

are 
the 

com
m

on 

techniques 

used 
for 

m
odel 

selection? 

Explain 

their advantages 
and 
disadvantages. 

10 

1hat 
are 

the 

key 

Attempt 
the 
follow

ing: 

10 

Explain 

how
 

edge 

caching 

alleviates 

network 

congestion? 

Explain 
the 

role 
of m

iddlew
are 

in 

fog 

com
puting. 

How 

does 
it support 

application 

developm
ent 

and 

m
anagem

ent 
in 
a distributed 

environm
ent? 

b 

W
rite 

sh
o

rt 

note 

on 

06 

10 

Edge 

com
puting 

in 
the 

healthcare 

sector. 

Fog 

com
puting 

to
 

cnhance 

sm
art 

grid 

technologies. 

67692 

Figures 
to 
the 

right 

indicate 
full 

m
arks. 

perform
ance? 

environm
ent? 

com
puting 

applications. 

com
ponents 

of collaborative 
edge 
learning 

fram
ew

orks? 
Explain 

their 
roies. 
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D
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3 hours N.B.: 
1) Q

uestion 

No.1 
is com

pulsory. 

2) A
ttem

pt 

any 

TH
R

EE 

questions 
out 
of rem

aining 

FIV
E 

questions. 

3) Figures 
to 
the 

right 

indicates 

full 

m
arks. 

4) 

A
ssum

e 

suitable 

data 
if necessary. 

Q1 20 W
hat 

is Cybercrim
e? 

W
ho 

are 

Cybercrim
inals? 

Explain. 

How 

Cybercrim
es 

differs 

from
 

most 

terrestrial 

crim
es? 

b 

W
hat 

are 

different 

Security 

Risks 
for 

O
rganizations? 

d 

Outline 
the 

challenges 
for 

securing 

data 
in 

business 

perspective. 

Q.2 

10 

W
hat 

are 

illegal 

activities 

observed 
in 

Cyber 

Cafe? 

W
hat 

are 

safety 

and 

security 

m
easures 

w
hile 

using 
the 

com
puter 

in 

Cyber 

Cafe? 10 

W
hat 

is digital 

evidence? 

W
here 

one 

can 

find 
it. 

b 

Q.3 

10 

Explain 

different 

types 
of Cybercrim

es. 

10 

W
hat 

are 

basic 

security 

precautions 
to 
be taken 
to

 

safeguard 

Laptops 

and 

W
ireless 

devices? 
Explain. 

b 
Q.4 

10 

Explain 

Steps 
for 

SQ
L 

Injection 

attack. 

How 
to 

prevent 

SQ
L 

Injection 

attacks? 

10 

Discuss 

steps 

involved 
in 

planning 
of cyberattacks 
by 

crim
inal. 

b 

Q.5 

10 

a 

10 

What 
is vishing 

attack? 

How 
it works? 

How 
to 

protect 

from
 

vishing 

attack? 

W
hat 

is e-com
m

erce? 

D
iscuss 

types 
of 

e-com
m

erce. 

20 

0.6 

V
W

rite 

short 

notes 
on 

any 

FO
U

R
 

Cyberstalking 
and 
harassm

ent 

H
IPA

A
 

Buffer 
overflow

 
attack 

B
otnets 

D
O

S 
attack 

M
obile/Ccll 

Phone 
attacks 

E
n

g
i
n

e
 

T
o

l
e
g

e
 

o
f 

Page 
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M

arks: 
80] 

Tim
e: 

3
h

rs N.B: 

(1) 

Question 
No 
1 is com

pulsory. 

(2) 

A
ttem

pt 
any 

three 

questions 
ou 
of the 

rem
aining 

five. 

(3) 

All 

questions 

carry 

equai 

m
arks. 

(4) 

A
ssum

e 

suitable 

data, 
if required 

and 

state 
it clearly. (20] 

Q1. 

Answer 
the 

follow
ing 

a. O
utline 

the 

key 

b. Delve 

into 

integrating 

security 

measures 

within 

Agile 

developm
ent 

practices. 

C. Explore 
the 

privacy 

concerns 
of ioT 

and 

ouline 
the 

associated 

challenges. 

d. H
ow

 

can 

enterprise 

loT 

effectively 

track 

Lots? [10] 

Q2a. 

Illustrate 
the 

concept 
of attack 

trees 
by 

providing 
an 

exam
ple 

Q2b. 

D
escribe 

the 

process 
of 

m
anaging 

[10] 

Q3a. 

Eläborate 
on 
the 

identity 

lifecycle 
of an 

loT 

device. Q3b. 

D
escribe 

the 

architecture 
of Public 

K
ey 

lnfrastructure 

(PK
I) 

as it applies 
to

 

ivT. 

{10} 

Q4a. 

O
utine 

the 

principles 

and 

com
ponents 

involved 
in 

im
plem

enting 

G
lobal 

Cold 

Chair. 

M
anagem

ent 

within 

enterprise 

loT. 

Q4b. 
How 
does 

Q5a. 

H
ow

 
do 

com
npliance 

standards 

provide 

support 
for 

loT
, 

and 

what 

specific 

aspects 
of loT 

do 
these 

[10; 

Q5b. 

H
ow

 
are 

cryptographic 

controls 

integrated 

into 

loT 

com
m

unication 
and 

m
essaging 

protocols 
to 

ensure 

secure 

data 

trans1m
ission? 

[10] 

Q6a. 

Define 
loT 

Privacy 

Im
pact 06b. 

Discuss 

integrating 

safety 
and 

sccurity 

design 

into 

A
gile 

developm
ent 

for 
a robust 

system
. 

54862 

security 

considerations 
in 

loT 

system
 

architecture. 

cryptographic 

keys 
in 

the 

context 
of 

loT 

security 

(10! 

the 
IoT 
security 

lifecycle 
address 

im
plem

entation 
and 

integration 

processes 
to 

ensure 
a robust 
security 
fram

ew
ork? 

standards 
typically 
address? 

A
ssessm

ent 

(PIA
) 

and 

outline 

Privacy 

by 
Design 
(PbD

) 

principles. 
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