P—\0065785
’T?E\%Wf\ \ii) c-schemy R-9 2
Duration: 3 Hours ? § * }_}2 [Magiﬁ’[arks:j()]
: (1) Question No 1 is Compulsory. \,\T:: \\i’:‘ﬂ\" - =
(2) Attempt any three questions out of the remamlng ﬁve R g
(3) All questions carry equal marks®’ .-‘39‘ = e PN e
(4) Assume suitable data, if requued andétate it clearly. _';f;f - T ;:tjj-' ’
e
1 Attempt any FOUR ,,, ,,\C : c;\:‘ N e
a  Explain forensics duphcates as adrﬂlsmble evﬁlenoe :ff »'l:"' \
:» e 3 s
b  Explain penetratlon testmg and how 300131 englneemng can b© used for\‘pentestmg
\)‘. i n« ;“:7} “«w :: ) e‘:
¢ Whatare the challenges 1&ev1denoe handhng‘?«‘;‘” AP Nl Sl & <
e \:“ ,\:”‘ _'-:: o
d Define footpnnfmg andxf"scuss dlﬁ"erent foo@;pnntmgi@ols ‘_Ag‘ p‘g?.’ el c\’
e  Define ethleal hackmg and exp}am types_‘of hacker§_and phases ‘of hackpg
Qd ‘) /a,\ » i % A;) : :
f Brlefly explam what an exgert w1tne3s\ Jand smenﬁﬁc w1tness is? ,:f‘ A o2
N & N & g/ & S
..,, ) Q AV ,\:;‘ _\\ /_e”‘* ‘1\0
2 a Explam the & 1erm in det‘aﬂ (any i@‘e). oo S & G’ &[]
;Z‘” b"p\ ‘:"4 ,“"‘ (\v ' .;\;\ﬁ
. Forensw dupllcate;Quahﬁed.ForenswaDuphcat\‘CNhrror 1mage, Cham of custody,
2 Evidence bags, Restored image, Blt)stream image, Ev1dence custgdy form,
Repeatablc fi (hngs and&orensw Wﬁrkstatloﬂ‘s & .L: o -
) Deﬁne data;carvmg Iglst and dlss?lss dlffe%tools fotforensxc analyms ;;? ' (10]
j N U w ‘\)9 < \’5 -.\’." 9:1 v:;w ; ,:5 }
3 a Compare Googlqﬂackln&(GHDB) a‘{ﬁi doxm%»m 1nfornfﬁon gat herln [10]
: A
b Explam forensrcs analysrs of the @ta acqun:@d from a;;y one of,the operating system. [10]
| : o o a7 N & ’ K '
it & el X 3\* S
4 a Explam gu1de1mesi’or incideft t report ng.ntmg w1th uital&t@ example of an [10]
 incidense. ‘\*}“ k”‘ & “‘\ F
b Explam the ch@m of cust:dy and 1t§~‘51gmﬁca:ﬁ‘ée. é;“ (107
o 5 . ? <o R ,
S ,W\C' ‘:‘ § \:;‘;"
5 a Explain xhe goal 0 of’ 1nc1denkrésponse \Mentmnkmoldence response methodology [10]
with suitable dlegram ~;\ o =
" \;. “V \"\\.
b Designa strategy to ddress crogg-Jurlsdlch-xonal challenges in forensi¢ [10]
investigatjons. 3 A2 2l
: » [ 4 T i“\
. _\L'" v ~\:: . ‘::“n
b / -
6 a Pointoutthe features of F forensic Quphcatlon and Investlgatlon & also outline the [10]
problems and. challcnges forensm exammers face when preparing and processing
. investi gatlons 1ncluding the 1deas and questions they must consider.
b  Write short note oni> ol
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Paper / Subject Code: 37483 / Blockchain Technology

Duration: 3hours [Max Marks: 80]

N.B.:

(1) Question No 1 is Compulsory.

(2) Attempt any three questions out of the remaining five.
(3) All questions carry equal marks.

(4) Assume suitable data, if required, and state it clearly.

Attempt any FOUR

a  Explain the structure of a block in blockchain with ah example.

b Explain the role of the Certificate Authority in Hyperledger Fabric.
¢ What are ERC721 tokens, and how do they differ from ERC207
d  Define Proof of Work (PoW) and explain its role in Bitcoin.

¢ What are the benefits of using blockchain in supply chain management?

f  What is the Ethereum Virtual Machine and what functions does it perform? '

a  Discuss the types of nodes in the Bitcoin network and their roies.

b . Discuss the Impact of Blockchain on Data Security in IoT Devices.

4 Describe the setup for smart contract development tools.

b Compare consensus mechanisms: Solo, Kafka, and RAFT.

a  Explain how decentralized finance differs from traditional finance.

Compare the Bitcoin network’s Full Nodes with Simplified Payment Verification

nodes.

a  Explain the significance of a Hyperledger fabric.

b Discuss the significance of ICOs and STOs in cryptocurrency fundraising.

a  Describe Merkle tree's function in blockchains

b  Explain smart contracts and their significance in Ethereum, with an example.
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Paper / Subject Code: 37482 / IoT Architecture and rrotocoss
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Time: 3 Hours | - Total Marks: 80

Note: 1. Question 1 is compulsory : . | i g , ' 2 , %

2. Answer any three out of remaining questrons
3. Assume suitable data where 1equrred '

Q1 Solve any 4

a) A short note on DICE ¢ 5.5
b) Explain Legacy Device Support concept. -]
c) What is the s1gmﬁcance of range and frequency bands in IoT- communrcatmns" -5
d) Describe PRL Metrics :
e) Briefly explain Fog computm'g ?
0 & ‘ ) , :
a) Explain the- 1mportance of the phys1cal layer and MAC (Medlum Access 10
Control) layer in IoT access technologles
b) Briefly define what sensors and actuators are, and explam how they function* 10
within an [oT ecosystem : 2
Q3 ‘ ' Yy oo& & 4
a) What s the IoT World Forum: (IoTWF) Standardrzed Archltecture‘7 5 10
b) Explain the core. IoT funct10na1 stack: (Layer l 3) and its: 1mportance 10
Q4
a) Discuss the drfferences between IEEE 802 15 4, LoRaWAN and NB- IoT in 10
terms of topology,. range, and security,
b) Explain the concepts of obJectlve furiction rank RPL headers and. metrlcs in 10
the context of RPL. :
Q5
a) Explain the formal risk analy51s structures OCTAVE and FAIR 10
b) Explain AMQP protocol K o 10
Q6 | .
a) Explore the Purdue Model for Control Hierarchy and its implications for 10

security practices in OT
b) Explain the significance of insecure operational protocols like Modbus, DNP3, 10
and ICCP in OT security vulnerabilities.
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Paper / Subject Code: 37484 / Web X.0
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(3 Hours.) Marks = 80

NB:
1. Question No. 1 is compulsory and solve any THREE questions from remaining
questions
2. Assume suitable data if necessary

3. Draw clean and neat diagrams

Ql. Attempt any 4
a. Explain Multilevel Inheritance in Typescript with suitable example 5
b. Tllustrate features of ExpressJS S
c. Explain Characteristics of RDF S
d. Explain Angular]S expressions with an example 5
e. Explain Callback function in Nodejs with example 5
Q2. a. Explain Web Module in Nodejs. 10
b. Explain MongoDb Data Types along with syntax. 10
Q3. a. Compare and contrast Web 1.0, Web 2.0 and Web 3.0 10
b Explain data binding in AngularJS with suitable example 10
Q4 a. Explain Express.js Cookies management with example 10
b Differentiate Var v/s Let. and Explain types in typescript with suitable i
examples.
Q5 a. Explain MongoDB CRUD Operations with an example. 10
b. Explain Streams in Nodejs. 10
Q6 a. Explain Express Router with example. 10
b. Explain AngularJS $http service in detail with its get() and post() methods. 10
55027 Page 1 of 1

X403Y480324X403Y480324X403Y480324X403Y480324



